SSH Run Script Action

The SSH Run Script action is a premium action which used to run scripts on an SSH server. The action can either run an entire script or a list of
commands. All output is written to the build log as it is received from the host.

SSH Run Script

SSH Run Script Action Premium

LGSl Authentication  Options  Comments

Name SSH Rum Script []

#| Enabled

Host Mame sshhost.ourdomain.co

The remote S5H host address. Can be URL or IP4 address format

Port | 22 ©)]

Run Type Commands v
Script C]
s
Set of commands to run one after the other on the target host. Note that for each subsequent command to be run, the
terminal must return to a shell prompt. It is suggested that this method is used only when running simple commands.

Name

A friendly name for this action (will be displayed in the actions workflow area).

Enabled

Determines if this action will be run within the relevant stage.

Host Name

The URL or IPv4 address of the SSH host to connect to. The host should be accessible from all agents able to run the build containing this action. If any
connection issues are detected they will appear in the build log. Action will connect and represent itself as an xterm client. In addition it will use a channel
to send commands so that it can easily detect when they have been completed. If a script is

used in the action, SFTP will be used to upload the script to the host for execution. This guarantees that the script runs in the context of the host, and does
not have to deal with any translation issues between the actions client and the server. Once run the script file will be removed from the SSH host.

Port

The port number that the SSH host will be listening on. Port 22 is the default port for SSH hosts.

Run Type

Select whether you want to specify a sequence of Commands or a Script File to run.

Script

This text area is shown when the Commands option is selected for the Run Type. Enter a list of commands to run one after the other on the target host.
When run, the action will open a channel once connected and proceed to call each command in sequence waiting for the previous command to complete.
Once all commands have been run, the channel and connection will be closed and the action will completed, returning the exit code of the last run
command.


https://wiki.finalbuilder.com/display/continua/Premium+Actions
http://wiki.finalbuilder.com/display/continua/Actions

Note: For each subsequent command to be run, the terminal must return to a shell prompt. It is suggested that this method is used only when running
simple commands.

Script File

This input box is shown when the Script file option is selected for the Run Type. Enter the path to the script file.

When the action is run, the script file is uploaded to the SSH host using SFTP and placed in the base directory of the logged in user. The script is then
updated to be executable and executed under the users account. This requires the user to be able to write and execute files in their base directory. The

action will then wait for the script to complete before setting the Exit Code Variable to the last error code of the script, and then closing the channel and
connection.

Convert any Windows newlines (CLRF) in script file to UNIX newlines (LF)

This is shown when the Script file option is selected for the Run Type. If this is ticked, any Windows newlines (CLRF) in script file are converted to UNIX
newlines (LF).

Clean up script after run

If this is ticked, the script file will be removed after run is cleaned up.

Authentication
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Username =
The username for logging into the SSH server. The user should have all the permissions required to run the supplied
script/commands.
Password @ =
Private Key File SWorkspace3\key_rsa.pem ! =
Path to a PKCS #8 or S5Leay-format RSA or DSA private key for key-based authentication.
Passphrase @

The passphase used to encrypt the private key.

Username

The username under which all the commands will be run. The user will only be logged in for the lifetime of the action.

Password

The password for the supplied user. This password is stored as an encrypted value within the action and once entered cannot be read by those editing the
action. It will also not appear in any logs.

Private File Key

If the host uses SSH keys, the file containing the key can be supplied here. The action supports several private key formats: PKCS #8, OpenSSH
/OpenSSL and PuTTY .ppk.



PKCS #8 keys
RFC 5208 (PKCS #8)

Encrypted Example:

————— BEG N ENCRYPTED PRI VATE KEY- - - --

M | Bpj BABgkghki GOw0BBQOwWVEZ AbBgkghki GOwOBBQmvDgQ NGy 1 T4l 5EpQCAggA
MBQGCCyGS| b3DQVHBAg6pbg0Rez DVQSCAVDX 7hr i ZBN1U7I YI BAQW7 VOl pwn3nezL
cyUFc+t f QQU7KYXw5PxZUob YW r Q FXAy mVFBgi +1 WRy XgNwKbt Uxnkavs| s1 3DU
Xt ee+XzsgMJ1TSN PIpf N7/ y501j xp6LZU88WKo43AQCSdl Au9cDgzbWaL2bBAY
M hG& 06+Bs 1kL4bkHs HUVNz 2f cWWWbwwTgN6Ej x COwbppn+31 XdFOMBT/ Kr vPdZga
Aj X+EoD5RI KLEVCzTj x+OLTrkdXs AuwEG W2Ki h5j deHL5cBu8wGhCa+wHIz+0Bg
k2Q+dEr X60KAK/ YApXkoET/ bEFm40t +UCBHf aETk9071 ECF Fr gpUU7/ 7MYONZWK
m PdAqC6+UC 0aEN2ul Z1W/+MK71 aJaeD+Co9VZgs THz 8Egg5kZXq9e43c5DVj To
wDr J6G aTFJIYSgr j Vpv+7eAkUds P3ChXEUp YHCULCEZ97gcgVbt | ubwe

----- END ENCRYPTED PRI VATE KEY--- - -

Unencrypted Example:

————— BEG N PRI VATE KEY-----

M | BVQ BADANBgk ghki GOwOBAQEFAASCAT8wygE7 AgEAAK EAqqEXK cDgDLopGKCD
Pl | gmeSnTGVHZNS zHi ai zHf 8r uQrbxXh95qCY4LHC5/ Bx 3HNKWHE7 XUWD0o G LOw
LLeHsw DAQABAkBRa8ecdKr 64caEi uvhCvX§ Hf 070Dl qC+Zn¥Z9ddr | / 2Dt 2Qdl s
Dx1sLxKoSf vC/ ppyt 5DcaqQrl pvv/ 9QBdel BAI EAyFl 7Wgkwy Rvko1BML5y +f qy R
si eYNEwWP1D/ El eW MQECI QDaDi R163FkcqJd/ 9VzcVHBhVr gE9qnQcL/ a2yMmizJE
swl gFJoAaJ4RW zTdchl Xt RL8x MWW hsR8xc Y6t VQOt FAECI QDAcv TpAghNAACY
bV8ssnWHAOuxKEZNygT58qg99y Adkwi hAJk67u3r 0AZOSMEk Xgt S3KI 20JMBJCw
nB6PS1MJ 91aZ

----- END PRI VATE KEY-----

PUuTTY .ppk keys
PUTTY

Example:

PuTTY- User - Key-Fil e-2: ssh-rsa

Encryption: none

Conmment : ssh-rsa- key-20170905

Public-Lines: 2

AAAAB3NzaCly c 2EAAAADAQABAAAAQQCHoReRwOoMui kYol OY8gi CZ5KdMywdk1/ M
eJqLMl/ yu5CZvFeH3npJj gscLn8HHcc2RZs Tt dRbSgYks7Ast 4ez
Private-Lines: 4

AAAAQFFr x5x0qvr hxoSK6+EK9caMi+j s4M oL5n¥Zn112sj / YO3ZBOi wPHWw EqhJ
+8L+mMK3kNxgqpBM mt/ / 1AF14gEAAAAhANNSOL0J MWK VpKNQTNecvn6skbl nnDRM
D9Q xJXI pTEBAAAAI QDaDi R163Fkcqd/ 9VzcVHBhVr qE9qnQcL/ a2y MmlzJ ESWAA
ACEANiTT u7ev@Bk51 waReqlLcoj agkw7wkLCbho9LUnW6 X3Vpk=

Private- MAC: e4378e86478e8f 1cdd2f b1bbb634965104a8808¢c

OpenSSH/OpenSSL (SSLeay) keys
OpenSSH and OpenSSL

Example:

----- BEG N RSA PRI VATE KEY-----

M | BOM BAAJBAKghF5HAGgy6KRi gg5j yCl JnkpOxj B2TX8x4nosx3/ K7kJmBVAf e
agnmOCxwuf wedxzZFnxOL1Ft KBi SzsCy3h7MCAWEAAQI AUW HNHSq+uHGh! rr4Qr 1
x0x360zgyKgvnznf XXayP9g7dkHSLA8dbC8SqEn7w6acr e @BCqkEyKb7/ / UAXXi
AQ hAWMhSOLoJ MWK VpKNQTNecvnéskbl nnDRVDOQ xJXI pTEBAI EA2g4kdet xZHKi
f / Ve3FRwWYVa6hPapOHC/ 2t sj Ji cyRLMClI BSaAG eEVpc03XI SF7US/ MIJFj Cl bEf
MXGOr VUNLRQBAI EAWHL06Q | TQADvWAT LLI1kONLs ShGTcoE+f KoPf cgHZMCI QCZ
Qu7t 69AGTk]j BpF6r Ut yi NgCTDvCQsJuj Ot TDpf dWrQ==

----- END RSA PRI VATE KEY-----

Passphrase

If the private key was encrypted with a passphrase it should be placed in this field. The passphrase is encrypted when stored in the database, and will not
appear in any logs.


http://tools.ietf.org/html/rfc5208
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.openssh.org/
http://www.openssl.org/

Options
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#| Use UTF8 Encoding

#| Fail on non-zero exit code

Ignore Exit Codes 1,2

Comma-delimited list of exit codes to ignore.

Exit Code Variable (s=lzct 3 variahle) T

Select the name of the build variable to set with the exit code from this command. Expression variables which cannot be
madified are not listed.

Continue running next command on failure

Script Timeout (in ms) |~ 20000

lgnore warnings

Use UTF8 Encoding

If this is ticked, UTF8 encoding is used when communicating with the SSH server.

Character Encoding Name
Visible only if 'Use UTF8 Encoding' is not ticked.

Enter the international standard name for the encoding of the response from your SSH server. See Encoding for full list. Leave blank to use the current
code page on the agent operating system.

Fail on non-zero exit code

If this is ticked, a non-zero exit code causes the action to fail.
Ignore Exit Codes
The list of exit codes to ignore (comma-delimited).

Exit Code Variable

Select a build variable to store the last exit code received from the script or commands that were run. All commands are run through an SSH channel. After
running all the commands supplied, the channel returns its exit status.

Expression variables which cannot be modified are not listed.

Continue running next command on failure
Visible only if 'Command' Run Type is selected under the 'SS Run Script' tab.

If this is ticked, the next command continues to run on failure.

Script timeout

The time in milliseconds to wait before the action should timeout when waiting for a response from the host.

Ignore warnings


https://docs.microsoft.com/en-us/dotnet/api/system.text.encoding?view=netframework-4.7.2

If this is ticked, any warnings logged will not mark the action with a warning status.
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